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Objectives 

 Entice the customization of RMAN backups to 
attain regulatory compliance. 

 Provide a versatile framework for a robust, 
flexible, and reliable backup business model. 

 Emphasize the need for custom tagging and 
encoding in the perspective of optimal backup 
granularity for reliable complementary backup 
operations, such as restore and cloning. 

 Apply encryption for data protection. 

 Present a dynamic backup model to fully 
secure backup operations. 



Business Framework 



Typical Backup Issues 

Minimum backup security 

Restore point usually not guaranteed 

Concerns on required integrity and unity 

Backup timeframe lags due to backup simplicity 

Missing exact timestamps on backup sets and pieces 

Unmatched general regulatory compliance 

Lack of encryption for regulatory compliance 

Required password security 

Unreliable operating procedures 

Insufficient integration with other Oracle technologies 

Missing compression capabilities 

Justification for a new improved policy and standard 
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Backup Models Paradigm Trends 
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Backup Modernization Goals 

 Agility: Faster backups, better and more reliable results. 

 QoS: Improved operations performance and reliability. 

 Tiered Credentials: Privileged DBAs. 

 Storage Infrastructure Integration: Custom 
backups using proprietary or vendor technology with 
user friendly interface. 

 Cloud Integration: Ability to access virtual, 
physical, and cluster file system layers with volume 
management capabilities. 

 Big Data Perspective: Big Data Support. 
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Tagging Strategies 

• Oracle default tagging is smart. 

• Custom tagging can support corporate 

backup management and data warehousing 

integration when managing backup data 

across platforms. 

• Tags are specific to territories, timeframes, 

business units, goal seeking records and 

various others 

• Tags can be customized dynamically. 

Technical Framework 



Tagging Strategies 
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Encoding Strategies 

• Backup pieces can be encoded to facilitate 

schema data physical location within 

location. 

• Custom encoding improves automation with 

improved backup granularity control. 

• Tags can be encoded with a scientific and 

business perspective for historic research. 
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Encoding Strategies 
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Encryption Strategies 

• Backup encryption is automated and 

encryption wallet is open transparently for 

backup operations. 

• Supported encryption algorithms are 

transparent to backup operations. 

• Encryption management is a main DBA 

duty, and the encryption wallet should be 

secured in accordance with corporate 

policies and regulatory compliance 

practices. 
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Encryption Strategies 
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Wallet Creation 
•   

 

 

 

mkstore –wrl . –create 

 

orapki wallet create –wallet .  

 

orapki wallet create –wallet . auto_login_local 

 

mkstore –wrl . –createCredential {CredentialString} {dBUserName} [dbusrPw} 

 

 
mkstore –wrl –createCredential orcl_keyholder1 adndba “syspwd” 
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Encryption Strategies 
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Wallet Location 
•   
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Encryption Strategies 
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sqlnet.ora settings (Windows) 
•   
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sqlnet.ora settings (Linux or Unix) 
•   
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Encryption Strategies 

• Backup encryption is automated and 

encryption wallet is open transparently for 

backup operations. 

• Supported encryption algorithms are 

transparent to backup operations. 

• Encryption management is a main DBA 

duty, and the encryption wallet should be 

secured in accordance with corporate 

policies and regulatory compliance 

practices. 
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Architectural Considerations 
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Architectural Considerations 
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RMAN Configuration Environment 
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Security Framework 

• Transparent Data Encryption (TDE) 

•  Supported Algorithms 

o AES128 

o AES256 

• Wallet and Registry Integration 

• Encryption Methods 

 HSM, FILE, Registry, Certificates… 

• Authentication Methods 

 OS Methods (NTS), Kerberos, LDAP…  
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Planning the Backup Model 
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Planning the Backup Model 
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Backup Components 

• Invoking Shell with actual parameters 

(matching RMAN substitution variables ). 

• RMAN FlexScript with substitution 

arguments. 

• Encoding functions or prepared customized 

code as actual substitution variable. 
Encoding functions can include: 

o Tag Generating functions 

o File system path  

o Backup pieces naming conventions functions 

o Various others 
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Sample RMAN Flex Script 
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Sample RMAN Flex Script 
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Using Restore Points 

… …   …    …   ….  ….. …   …    …   ….  ….. …   …    …   ….  ….. …   
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Using Restore Points 
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Using Restore Points 

… 
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﻿#!/bin/sh##export 

ORACLE_HOME=/home/oracle/app/oracle/product/11.2.0/db

home_2export 

ORACLE_HOME_LISTENER=$ORACLE_HOMEexport 

PATH=$ORACLE_HOME/bin:$PATHecho 

$PATH$ORACLE_HOME/bin/rman target 

sys/${PWDs}@adnsbx catalog rman/${PWDr}@adnsbx 

@$RMAN_SCRIPT_DIR/r_backup.rman  USING  'on' 

'compressed'   1 'cumulative'  'adnsbx' 1 

'adnsbx_CIL1_201305092153'  

LOG=$RMAN_LOG_DIR/adnsbx_r_backup.rman_L1_20130

Sample Linux/Unix Shell 
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set NLS_DATE_FORMAT=DD-MON-RRRR HH24:MI:SS 

set PATH=c:\app\oracle\product\11.2.0\dbhome_4\bin\ 

set PATH=set PATH=echo %PATH% 

c:\app\oracle\product\11.2.0\dbhome_1\bin\rman target 

SYS/%PWDs%@ADNSBX CATALOG RMAN/%PWD2%@adnsbx 

@f:\adn\rman\cat\r_backup.rman  USING  'on' 'compressed'   1 

'cumulative'  'adnsbx' 1 'adnsbx_CIL1_201305092153'  

LOG=f:\adn\rman\cat\log\adnsbx_r_backup.rman_L1_201305092153.lo

g 

exit 

Sample Batch Command File 
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PL/SQL Implementation (UTL_RMAN) 

• PKG_UTL_RMAN can provide a custom RMAN 

backup ran from PL/SQL in integration with 

substitution variables in an RMAN script including 

encryption and providing customized tags. 

• Functions can be created to: 

o Create custom tags 

o Dynamically name backup pieces 

o Dynamically control path 
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PL/SQL Implementation 
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Scheduler Job Usage in PL/SQL 

Implementation  
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Scheduler Job Usage in PL/SQL 

Implementation  

Technical Framework 



Analytic Framework 



Backup Model Benefits 

• Improved Control on Capacity Planning 

• Dynamic capability for optimal performance 

tuning. 

• Enhanced Data Privacy 

• Superior Data Security via Oracle TDE. 

Analytic Framework 



Backup Model Benefits 

• Dynamic Implementation 

• Backup type usage flexibility via one 

unique RMAN script 

• Easy deployment 

• Transparent user-friendly backup 

operations and control 

• Secret backup instantiation each time 

• Autodrop (scheduler job) capable. 
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Future Expectations 

• Sorting data files by size for parallel 

performance automation. 

• Improved RMAN backup acceleration 

based on optimal block change tracking. 

• Improved encryption methods with TDE. 

• Improved supplied encoding capabilities. 

• Custom tagging automation. 

• Tagging and encoding as directives for 

performance tuning options. 
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Demonstration 

Demonstration 

 



Concluding Remarks 

• Backup encryption is mission critical to attain 

regulatory compliance. 

• Encoding is key to the engineering of the smart 

backup.  

• Tagging has a taxonomic, smart, and business 

intelligence purpose in backup management and 

storage development. 

• Tagging, encoding and encrypting with RMAN are 

used by the best and privileged DBAs. 
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Questions and Answers 

RMAN 

TAGGING 

ENCODING 

ENCRYPTING 

TDE 



Thank you! 

• Please visit my blog at: 

http://noriegaaoracleexpert.blogspot.com 

www.adnresearch.com 

• orclConsultant@gmail.com 
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