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Practical Data Masking

You sunk 
my 

database!

A ‘zero 
business value’

project…

Post-Masking 
Stress Disorder

Can’t we 
all just get 

along?

Who’s going 
to clean up 
this mess?

Oh yeah?  
Prove it.

Just not in 
my backyard.

How to address Development and QA teams' 7 most 
common data masking related reactions and 
concerns:
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1. Helping your loved ones cope 
with the loss of their real 
production data

Challenge
• “We won’t be able to test!  The application 

won’t work.  I can’t do my job like that...”

Solution
• Make target data look and act realistic.
• “Let us show you – just give us a sandbox, 

then check out the results before giving 
approval.”

Benefit
• Empower development teams in the process.
• Provide development teams with usable data.

Post-Masking 
Stress Disorder

M
A

S
K

 IN
TE

LLIG
E

N
TLY



4
Practical Data Masking ©2009 Axis Technology, LLC. www.axistechnologyllc.com. Proprietary Information. 

1. Helping your loved ones cope 
with the loss of their real 
production data

Post-Masking 
Stress Disorder
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2. When it comes to meeting 
application testing requirements, 
referential integrity is just the tip of 
the iceberg.

Challenge
• “These applications need to talk to each other 

even after they’re masked.”

Solution
• Determine which systems:

– Must be masked in synch.
– Need to be masked first, then used to feed 

downstream applications.
• Identify data elements that must be preserved.
• Address interrelated fields.
• Select the best technique to mask each data 

element (context-dependent.)

Benefit
• Applications work and interact seamlessly.

You sunk 
my 

database!
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2. When it comes to meeting 
application testing requirements, 
referential integrity is just the tip of 
the iceberg.
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ALGORITHM TRANSFORMATION
Secure Lookup Michael Jordan becomes

Tiger Woods

Swap/Shuffle Cambridge, MA 02138 becomes
Seminole, FL 33772

Substitution Mapping PO Box 739 becomes
PO Box 1034

Composite Cipher 293-78-9364 becomes
191-67-5473

Public Key Encryption (781) 665-0073 becomes
X3aH5%j8#Kf*]G9H0

Light Encryption (781) 665-0073 becomes
x8U4jN19oB73yE or (892) 776-1184

Secure Hash (781) 665-0073 becomes
i7Hf4jK36He9K083H or (727) 393-1441

You sunk 
my 

database!

(proprietary)
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3. How to make friends with 
testing teams and show ROI 
at the same time

Challenge
• “This is going to slow down and complicate my 

work.”

Solution
• Place more stringent controls on Production 

data.
• Employ automation wherever possible.

Benefit
• A side benefit of an automated approach is that 

it creates greater efficiency in maintaining data 
masking as well as in other areas.  

• With a better understanding of how the 
application and its data, bug- and break-fixing 
becomes faster and easier.

A ‘zero 
business value’

project…
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3. How to make friends with 
testing teams and show ROI 
at the same time

A ‘zero 
business value’

project…

Data Masking
Program

BAU Periodic 
Audit

Effort

Time
Automation
with DMsuite™

No
Automation

Automated
Analysis

Automated
Change
Capture

Automated
Audit

Safe
Re-masking
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4. Showing results to ISOs, 
auditors, regulators, and sponsors

Challenge
• “We did masking last year, so we’re all set.”

Solution
• Employ smart tools, process, automation and 

audit trails in the ongoing monitoring and 
periodic testing of masked environments.

Benefit
• Make it easy to keep and show that a masked 

environment is still ‘clean.’

Oh yeah?  
Prove it.
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5. Where data masking fits into your 
overall information security 
framework of controls

Challenge
• “We already don’t just give ‘anyone’ access…”

Solution
• Keep in mind that Data Masking is not a one-

time event; it’s one of several tools in your 
Data Security Toolkit. 

Benefit
• Knowing when and where to employ data 

masking versus other data confidentiality 
controls (RBAC, lockdown, etc.) helps your 
organization avoid a slow-down in productivity.

Just not in 
my backyard.
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5. Where data masking fits into your 
overall information security 
framework of controls

PROD PROD-
Like UAT QA SIT DEV

DATA MASKING

Periodic Entitlements Reviews
Secure Workspace, Disposal, and Data Erasure
Strong Passwords and Segregation of Duties

LOCKDOWN

No Persistent Access
Emergency Access Controls 
Activity Monitoring

Just not in 
my backyard.
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6. Integrating data masking into 
the application development 
lifecycle

Challenge
• “How am I supposed to get my job done if I 

have to mask data at every step of the way?”

Solution
• Analyze each SDLC instance to determine the 

best potential ‘in point’ for data masking.

Benefit
• Data masking becomes part of the ongoing 

process, yet remains as behind-the-scenes as 
possible.

Who’s going 
to clean up 
this mess?
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7. Options for a shared center of 
excellence architecture for data 
masking

Challenge
• “Sure this’ll works for us, but our systems feed 

and receive data across businesses.”

Solution
• Build for at least a basic-level Center of 

Excellence for Data Masking.

Benefit
• Achieve economies of scale by enabling your 

businesses to share knowledge about and 
resources for:

Process
Technology
Organization

Can’t we 
all just get 

along?
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7. Options for a shared center of 
excellence architecture for data 
masking

Can’t we 
all just get 
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Axis Consulting Services - Assessments, access 
control, database logging, data transmission encryption, 
process design, pilot program guidance, COEs, etc.

DMSuite™ - A robust, proprietary tool with data masking 
and self-service provisioning functionality.  Straight out of 
the box, this software enables you to easily protect, 
provision and audit sensitive data from most known data 
sources (DB2, Oracle, Sybase, VSAM, MSSQL, flat files 
etc.)

Axis Technology, LLC & Data Protection
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American Student Assistance 
• Windows with SQLServer

Citigroup
• Role Based Access Control (RBAC) for the mainframe
• Developer Access to Production Data & Masking

Fidelity 
• Fidelity Brokerage(FBCT): Mainframe and Unix-based 

applications
• Fidelity CFIT: Data Warehouse, Oracle Financials, and 

custom applications
New York Life 
• Sensitive Data Assessment

Wellington Management
• Non-Production Data Provisioning

A sampling of Axis Data Masking Projects
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THANK YOU.

Bridging Strategy and Data

Axis Technology, LLC
Boston ● New York ● Dallas

225 Franklin Street
Boston, MA 02110

(646) 596-2670 

www.AxisTechnologyLLC.com
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