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The Problems DBAs have to deal with

User Management

Password Management

Compliance
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Database User Management

Granting access

Requesting Access

Manager approval

Access creep

Application users

Privileged users

Shared accounts

Non-production databases

Manual Processes

Costly

Non-standard

Error-prone
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Password Management

Help desk 

tickets

Password 

Policies
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Compliance

Regulations

Sarbanes-Oxley

PCI DSS

HIPAA

21 CFR Part 11

Massachusetts 201 CMR 17

Auditors issuing warnings on “uncontrolled” database 

access

Separation of duties
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The Answer

UM4DB

Oracle User Management for Databases
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UM4DB

UM4DB
Identity Reconciliation and Account Management

Account StoreAccount Store

Target 
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Database 2

LDAPIdentity 
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Provisioning

Account 
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Automate Account Create/Modify/Delete

Identify orphaned/rogue accounts

Certify and Report on “Who has access to what” 

Self-service requests

Auditing/Attestation

Automated Database Administration

HR System Approval

Workflows

Employee 
Joins / Departs

Databases

GRANT

REVOKE

GRANT

REVOKE

GRANT

REVOKE

UM4DB
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New DBA Example

New account on MS SQL

New account on Oracle

New account on Sybase

HR Enters New User Data

HR

Manager Notified of Account Information

UM4DB



User Management, Password Management, Compliance

DBA Transfers

Remove from Oracle

HR Enters Employee Transfer Data

HR

Manager Notified of New Account Information

Change privileges in MS SQL

No change on Sybase

New account 

on DB2

UM4DB
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DBA leaves the organization

HR Enters ‘Termination’ Status and Date

Disable Oracle 

account

Remove from Sybase

HR

Manager Notified of User Termination

Disable SQL Account

Remove from 

DB2

UM4DB
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UM4DB

How does it work?
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A new employee is hired...
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The new employee has the access he needs!
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Viewing database access
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DBA is granted additional privileges
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DBA connects with new privileges!
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Role Details
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Attestation/Recertification
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Manager attests to privileges
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Selecting an Attestation Job from To-Do List
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Reviewing Employee Privileges
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Manager attests to privileges
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Attestation is submitted
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Rejected!
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DBA resource profile reflects change in access
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Audit Trail
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Account History
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Database User Management History
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Database Account History
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Attestation Report
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User Management

Password Management

Compliance

Oracle UM4DB

Security!

kevin.moulton@oracle.com
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