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1. Know Your Data & Find Your Data 

2. Understand Your Enemy

3. Understand the New Options in Data Protection 

4. Deploy Defenses

5. Crunch the Numbers

Managing Risk

How to Develop a Risk-adjusted Data Protection Plan: 



Step1: Know Your Data – Identify High Risk Data 

Begin by determining the risk profile of all relevant data 

collected and stored 

• Data that is resalable for a profit 

• Value of the information to your organization 

• Anticipated cost of its exposure 

Data Field Risk Level

Credit Card Number 25

Social Security Number 20

CVV 20

Customer Name 12

Secret Formula 10

Employee Name 9

Employee Health Record 6

Zip Code 3



• „Information in the wild‟
- Short lifecycle / High risk

• Temporary information 
- Short lifecycle / High risk

• Operating information
- Typically 1 or more year lifecycle

- Broad and diverse computing and database 

environment

• Decision making information
- Typically multi-year lifecycle

- Homogeneous computing environment

- High volume database analysis

• Archive
-Typically multi-year lifecycle

-Preserving the ability to retrieve the data 

in the future is important

POS e-commerce Branch

Aggregation

Operations

Analysis

Archive

Collection

Step 2: Find Your Data – Understand the Data Flow

Where and When is Data Most at Risk?



Online Data Under Attack – Not Laptops or Backup

Slide source: Verizon Business 2008 Data Breach Investigations Report

Breaches attributed to insiders are much larger than those caused by 

outsiders

The type of asset compromised most frequently is online data:

87% of breaches could have been avoided through reasonable controls



Errors and Omissions

Higher 

Probability

Lost Backups, In Transit

Application Developer, 

Valid User for Data

Higher Complexity

Application User 

(e.g. SQL Injection)

SQL Users

Network or Application/RAM Sniffer

Valid User for the Server 

(e.g. Stack Overflow, data sets)

Administrator

RECENT

ATTACKS

Step 3: Understand Your Enemy – Probability of Attacks

Source: IBM  Silicon Valley Lab(2009)

What is the Probability of Different Attacks on Data?
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File System

Data Entry of 

Social Security

Number

Database

Storage (Disk)

Application 

Computer System

Step 4: Choose Your Defenses – An Example

Backup

(Tape)

Example of 

Database 

Encryption

(plug-in)

111 - 77 - 1013

990 - 23 - 1013

Protected sensitive information

Unprotected sensitive information:

First 5 digits of 

Social Security

Number

Encrypted111 - 77 - 1013

111 - 77 - 1013

111 - 77 - 1013

http://images.google.com/imgres?imgurl=http://www.mpe07.co.uk/images/RG500 1ST&2ND&6TH 001.jpg&imgrefurl=http://www.mpe07.co.uk/prod04.htm&usg=__Pa6UYFze3K8kG2MoTMQIXlYGvXo=&h=480&w=640&sz=53&hl=en&start=41&sig2=VBaCW478RZ4NL4EA33P_hg&um=1&tbnid=M1ycfOYMbrwmkM:&tbnh=103&tbnw=137&prev=/images?q=gear+pair&ndsp=20&hl=en&rlz=1T4SKPB_enUS294US294&sa=N&start=40&um=1&ei=0_L_SoWqIYXSnAef86m4Cw


File System

Data Entry

Database

Storage

(Disk)

Application 
Authorized/

Un-authorized

Users

Database

Admin

System Admin

HW Service People

Contractors

…

ATTACKERS

Data System

Step 4: Choose Your Defenses

Backup 

(Tape)

DATABASE ATTACK

MALWARE / TROJAN

FILE ATTACK

SQL  INJECTION

MEDIA  ATTACK

…

SNIFFER ATTACK

RECENT ATTACKS 

Where is data exposed to attacks?

111 - 77 - 1013

990 - 23 - 1013

Protected sensitive information

Unprotected sensitive information:

http://images.google.com/imgres?imgurl=http://www.mpe07.co.uk/images/RG500 1ST&2ND&6TH 001.jpg&imgrefurl=http://www.mpe07.co.uk/prod04.htm&usg=__Pa6UYFze3K8kG2MoTMQIXlYGvXo=&h=480&w=640&sz=53&hl=en&start=41&sig2=VBaCW478RZ4NL4EA33P_hg&um=1&tbnid=M1ycfOYMbrwmkM:&tbnh=103&tbnw=137&prev=/images?q=gear+pair&ndsp=20&hl=en&rlz=1T4SKPB_enUS294US294&sa=N&start=40&um=1&ei=0_L_SoWqIYXSnAef86m4Cw


File 

System

Application 

Network

Backup (Tape)

Storage (Disk)

Protected sensitive information

Unprotected sensitive information:

111 - 77 - 1013

Data

Entry

File 

System

Database Database

Backup (Tape)

Storage (Disk)

Application Application Application 

Step 4: Choose Your Defenses – Protect the Data Flow

Mitigation at the Right System Layer

990 - 23 - 1013

990 - 23 - 1013



Protecting Data in the Enterprise Data Flow

Database Server

Database Activity 

Monitoring /

Data Loss Prevention

Web Application 

Firewall

Tablespace

Datafiles

Database 

Log Files

Applications

Database

Columns

Database 

Activity 

Monitoring

Passive ApproachesActive ApproachesPassive Approaches and Active Approaches = End-To-End 

Protection



Passive Database Protection Approaches

Database Protection 

Approach

Performance Storage Security Transparency Separation 

of Duties

Web Application Firewall

Data Loss Prevention

Database Activity Monitoring

Database Log Mining

Best Worst

Operational Impact Profile 



Active Database Protection Approaches

Database Protection 

Approach

Performance Storage Security Transparency Separation 

of Duties

Application Protection - API

Column Level Encryption; 

FCE, AES, 3DES

Column Level Replacement; 

Tokens

Tablespace - Datafile 

Protection

Best Worst

Operational Impact Profile 



Application Databases 

Step 4: Choose Your Defenses - New Protection Models

Key Manager

Format Controlling Encryption

Token Server

Token

Data Tokenization

Example of Token format:

1234 1234 1234 4560

Application 

Databases 

Key Manager

Example of Encrypted format:

111-22-1013



FCE Considerations

Unproven level of security – makes significant alterations to 

the standard AES algorithm

Encryption overhead – significant CPU consumption is 

required to execute the cipher

Key management – is not able to attach a key ID, making key 

rotation more complex - SSN

Some implementations only support certain data (based on 

data size, type, etc.)

Support for “big iron” systems – is not portable across 

encodings (ASCII, EBCDIC)

Transparency – some applications need full clear text



FCE Use Cases

Suitable for lower risk data

Compliance to NIST standard not needed

Distributed environments

Protection of the data flow

Added performance overhead can be accepted 

Key rollover not needed – transient data

Support available for data size, type, etc.

Point to point protection if “big iron” mixed with Unix or 

Windows

Possible to modify applications that need full clear text – or 

database plug-in available



Tokenization Considerations

Transparency – not transparent to downstream systems that 

require the original data

Performance & availability – imposes significant overhead 

from the initial tokenization operation and from subsequent 

lookups

Performance & availability – imposes significant overhead if 

token server is remote or outsourced 

Security vulnerabilities of the tokens themselves –

randomness and possibility of collisions

Security vulnerabilities typical in in-house developed systems 

– exposing patterns and attack surfaces



Suitable for high risk data – payment card data

When compliance to NIST standard needed

Long life-cycle data

Key rollover – easy to manage

Centralized environments

Suitable data size, type, etc.

Support for “big iron” mixed with Unix or Windows

Possible to modify the few applications that need full clear text 

– or database plug-in available

Tokenization Use Cases



Token Server

$%.>/$&#

Cipher 

TextToken

Key Manager

Data Protection in the Enterprise – Implementation Example

Can use stored 

protected value:

1234 1234 1234 4560

Need partial Information

in clear:

1234 1234 1234 4560

Need full Information

in clear:

55 49 9437 0789 4560

POS e-commerce Branch

Aggregation

Operations

Analysis

Archive

Collection

Token Cipher 
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Best Worst

Step 4: Choose Your Defenses – Strengths/Weaknes

*: Compliant to PCI DSS 1.2 for making PAN unreadable 

*

*

*
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Text 

Data

Applications are Sensitive to the Data Format 

Binary (Hash) -

Binary (Encryption) -

Alphanum (FCE, Token) -

Numeric (FCE, Token) -

Numeric (Clear Text) -

Data

Field

Length

Data Type

I

Original

I

Longer

All Applications

Most Applications

Many Applications

Few Applications

No Applications

This is a generalized example

Increased 

intrusiveness:
- Application changes

- Limitations in functionality

- Limitations in data search

- Performance issues

Bin

Data



Enterprise View of Different Protection Options

Evaluation Criteria Strong 

Encryption

Formatted 

Encryption

Token

Disconnected environments

Distributed environments

Performance impact when loading data

Transparent to applications

Expanded storage size

Transparent to databases schema

Long life-cycle data

Unix or Windows mixed with “big iron” (EBCDIC)

Easy re-keying of data in a data flow

High risk data 

Security - compliance to PCI, NIST

023

Best Worst



Vendors/Products Providing Database Protection

Feature 3rd Party Oracle 9 Oracle 10 Oracle 11 IBM DB2 MS SQL

Database file encryption

Database column encryption

Column encryption adds 32-

52 bytes (10.2.0.4, 11.1.0.7) 

Formatted encryption

Data tokenization

Database activity monitoring

Multi vendor encryption

Data masking

Central key management

HSM support  (11.1.0.7)

Re-key support  (tablespace)

Best Worst



Column Encryption Solutions – Some Considerations

Area of Evaluation 3rd

Party

Oracle 

10 TDE

Oracle 

11 TDE

Performance, manage UDT or views/triggers

Support for both encryption and replication  

Support for Oracle Domain Index for fast search

Keys are local; re-encryption if moving A -> B 

Separation of duties/key control  vector

Encryption format specified

Data type support

Index support beyond equality comparison 

HSM (hardware crypto) support (11.1.0.6 )

HSM password not stored in file

Automated and secure  master key backup procedure

Keys exportable 

Best Worst



Oracle Master Key Management
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TDE Tablespace or TDE Column Encryption?
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Vendors Providing Strong Encryption

Feature Protegrity Voltage nuBridges Oracle SafeNet Vormetric

Software solution

HSM support

Database support

File encryption support

Performance

FIPS

Availability

Central key management

04

Best Worst

Vendor BVendor A Vendor EVendor DOracleVendor C



How to encrypt indexed columns in Oracle

Some advanced solutions enable encrypted data to be searched 

without the overhead of first decrypting into clear text. 

Only the result set is decrypted to clear text. 

Most vendor solutions force the data to be decrypted before being 

searched. 

An index search for an exact match of an encrypted value within a 

column is possible with several vendor solutions, provided that the 

same initialization vector is used for the entire column. 

On the other hand, searching for partial matches on encrypted data 

within a database can be challenging and can result in full table 

scans if support for accelerated index-search on encrypted data is 

not used. 
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Oracle Domain Index 



Oracle Domain Index 
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A More Secure Login – US Government Example

Extended access checks needed 

V$SESSION parameters may not be secure

Not based on properly authenticated data

Only data collected during the authentication process

Client can manipulate parameters 

PL/SQL - module name …

Some may be set by the client process

If calling with JDBC, it‟s possible to set many of the V$SESSION parameters

Simply renaming a process may fool the client DLL that the application is 

something else than what is seen

If sqlplus.exe is not allowed, rename it to something that is allowed

If sqlplus.exe is allowed, rename the false program into this name

The program name is only VARCHAR2(48), so the path is not included.



Secure Login – US Government Example

Database 

ServerApplication

Table

Query

User

Database

Login

Security

Admin

Set  Encrypted 

Security

Context

Application

Crypto 

Services

Crypto 

Services

Application

Server

Validate

Encrypted 

Security

Context



Risk
Level

Cost

Optimal
Risk

Expected Losses 
from the Risk

Cost of Aversion –
Protection of Data

Total Cost

I
Passive Protection

I
Active Protection

Step 4: Choose Your Defenses – Find the Balance

X



Matching Data Protection Solutions with Risk Level

035

Risk Solutions

Monitor

Monitor, mask, 

access control 

limits, format 

control 

encryption

Replacement, 

strong 

encryption

Low Risk

(1-5)

At Risk

(6-15)

High Risk

(16-25)

Data Field Risk Level

Credit Card Number 25

Social Security Number 20

CVV 20

Customer Name 12

Secret Formula 10

Employee Name 9

Employee Health Record 6

Zip Code 3

Select risk-adjusted 

solutions for costing



Step 5: Deployment – A Staged Security Rollout

Protecting data

Protecting web applications

Managing data security



Risk-adjusted data security plans are cost effective 

Switching focus to a holistic view rather than security 

silo methodology 

Understanding of where data resides usually results in 

a project to reduce the number of places where 

sensitive data is stored 

Protect the remaining sensitive data with a 

comprehensive data protection solution 

Step 6: Crunch the Numbers – Conclusion
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Table Space / File Encryption
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File 

System

Application 

Network

Backup (Tape)

Storage (Disk)

Protected sensitive informationUnprotected sensitive information:

123456 123456 1234

123456 123456 1234

Data

Entry

File 

System

@$%$^D&^YTOIUO*^

Database Database

Backup (Tape)

Storage (Disk)

Data Protection Implementation - Enforcement Points

Application Application Application 



Topology Performance Scalability Security

Local Service

Remote Service

040

Data Protection Implementation – System Layers

System Layer Performance Transparency Security

Application

Database

File System

Best Worst



Central Key 

Manager

Application Crypto

Solution

DB

File

Crypto

SolutionApplication

File

File

Windows,

Unix,

Linux,

iSeries

…

Field Encryption – Protecting the Data Flow

Encrypt

Decrypt

Application

Fields

Fields

Windows,

Unix,

Linux,

iSeries

…



Central Key 

Manager

Application

File

Crypto

Solution

Utility

DB

File

Crypto

Solution

Application

Database

File

Windows,

Unix,

Linux,

iSeries

…

Transparent Encryption – No Application Changes

Encrypt

Encrypt

Decrypt

Fields

Fields

Fields

Windows,

Unix,

Linux,

iSeries

…



Generalization: Encryption at Different System Layers

Encryption

Layer

Ease of Deployment

(Transparency)

I

Application 

Layer

High

Low
I

Database 

Layer

I

File System

Layer

Separation of Duties

(Security Level)

I

Storage Layer

SAN/NAS…



Questions?

If you would like a copy of the slides, 

please email 

ulf.mattsson@protegrity.com



Appendix
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Oracle RMAN Encryption and Compression



Oracle Domain Index 

Query Test Description

Number 

rows 

returne

d

ENC 

with DI 

(secs)

ENC 

w/o DI 

(secs)

Comments

Total 

decrypt

s (est.)

Avg 

cost 

per 

decrypt 

(msecs)

Q1
Straight select from sample2 table. 3 

encrypted columns in the select. 
10069 6.000 7.08

Overhead due to decryption of 3 

fields * the number of rows 

returned.Explain plans identical. 

30207 0.04

Q2
Straight select from test2 table. 3 

encrypted columns in the select.
21999 11.500 14.08

Overhead due to decryption of 3 

fields * the number of rows 

returned.Explain plans identical. 

65997 0.04

Q3
Straight select from result2 table. 4 

encrypted columns in the select.
19998 14.070 16.09

Overhead due to decryption of 4 

fields * the number of rows 

returned.Explain plans identical. 

79992 0.03

Q4

Join of Sample2, Test2 and Results2 Table.  

No encrypted columns in where clause.  5 

encryped columns in the select clause.

5037 6.010 7.00

Overhead due to decryption of 5 

fields * the number of rows 

returned.Explain plans similar. 

25185 0.04

Q5

Select 3 encrypted columns from sample2 

table. No joins, 1 encrypted column, 

S62_ENC, in the where clause (=).

400 2.600 3.05

Overhead includes full table 

access and decrypting s62_enc * 

10770 rows even though only 400 

rows are returned.

11570 0.04



Oracle Domain Index

Query Test Description

Number 

rows 

returned

ENC 

with DI 

(secs)

ENC w/o 

DI (secs)
Comments

Total 

decrypts 

(est.)

Avg cost 

per 

decrypt 

(msecs)

Q6
Select from test2 table. No joins, 1 encrypted 

column ( T2_ENC) in the where clause (< > range
3090 5.900 7.02

Overhead includes decrypting t2_enc * 

22,000 rows even though only 3090 

rows are returned. T10_enc was 

decrypted for each returned row.

25090 0.04

Q7

Select from sample2 table. No joins, 2 encrypted 

column (S62_ENC = , S26_ENC > ) in the where 

clause.

1000 5.070 6.07

Overhead includes a full table scan and 

decrypting s62_enc for every row in the 

table (25000 times). S35_enc and 

s26_enc were decrypted for each row 

returned.

27000 0.04

Q8

Select from sample2 & boted2 table.  2 encrypted 

column in the select clause. Encrypted columns, 

Foreign and Primary Keys in the where clause ( 

sample2.S62_ENC = boted2.B_PK1_ENC ).

899 0.010 0.07

Overhead includes decryption of 2 

fields for every row returned (2 fields in 

sample2 and 1 field in boted2 during 

the join).  Explain plans are identical.

2697 0.02

Q9

Select from test2 & analysis2 table.  1 encrypted 

column in the select clause. Encrypted columns, 

Primary and Foreign Keys in the where clause ( 

test2.T2_ENC = analysis2.A_PK1_ENC ) . 

620 8.500 10.03

Overhead includes decryption of t2_enc 

field for every row in test2 and 

decryption of a_pk1_enc for every row 

in analysis2.  Explain plan includes full 

table scan of analysis2 VS index range 

scan.

44913 0.03



Oracle Domain Index 

Query Test Description

Number 

rows 

returned

ENC with 

DI (secs)

ENC w/o 

DI (secs)
Comments

Total 

decrypts 

(est.)

Avg cost 

per 

decrypt 

(msecs)

Q10

Select from result2 & component2 table.5 

encrypted column in the select clause. Encrypted 

columns, Foreign and Primary Keys in the where 

clause ( result2.R_PK2_ENC = 

componet2.C_PK1_ENC ). 

920 10.000 14.01

Overhead includes decryption of 

r_pk2_enc field for every row in result2 

and decryption of c_pk1_enc for every 

row in result2.  Explain plans are similar.

68105 0.06

Q11

Select from Sample2 and Boted2 table. Outer join 

on encryted columns. ( sample2.S62_ENC  = 

boted2.B_PK1_ENC(+) )

5599 2.700 3.06

Overhead includes decryption of 

s62_enc and b_pk1_enc field for every 

row returned due since the join is on the 

encrypted column. Explain plans are 

similar. 

11198 0.03

Q12

Select from result2 table. 5 encrypted columns in 

the select clause. 5 Encrypted columns in the 

where clause. 

600 12.000 14.01

Overhead includes decryption of 

s62_enc and b_pk1_enc field for every 

row returned due since the join is on the 

encrypted column. Explain plans are 

similar. 

64065 0.03

Q13
Select * from test2 with sub-select in the where 

clause containing encrypted columns.
1300 0.030 1.05

Overhead includes decryption of 3 fields 

in test2 for every row returned and 

decryption of 1 field in for each row in 

analysis2 to satisfy the subquery. 

Explain plans are similar.

6034 0.17

Q14

Encrypted columns in select and where clause, 6 

tables: Sample2, boted2, Test2, Analysis2, 

Results2 & Components2 joined in the from 

clause. 

1197 1.050 5.04

Overhead includes decryption of seven 

fields for every row returned. Additional 

overhead decrypting fields during table 

joins but exact number of decryptions 

not known. Explain plans are similar.

18379 0.22



Data Protection Options

-

Use Cases
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Token 

Server$%.>/$&#

Cipher 

TextToken

Key Manager

Data Protection Options in the Enterprise

Application Databases

(CCN, SSN …)

Strong Encryption

Kjh3409)(*&@$%^&

Formatted Encryption

1234 1234 1234 4560

Token

1234 1234 1234 4560
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Partial Encryption/Tokenizing - Example

Application

Application

Application
Application

Application
Application

Application

Application
Application

Application
Application

Application
Application

Application
Application

Application

Few applications
• Full clear data 

Many applications/tools 
• Moving data around

Some applications 
• Partial clear data

Decryption

123456 777777 1234



Data Protection Options – 3 Use Cases

Application 3

Application 2

Application 1

Can use stored protected value:

1234 1234 1234 4560

Or

Kjh3409)(*&@$%^&

Need partial Information

in clear:

1234 1234 1234 4560

Need full Information

in clear:

55 49 9437 0789 4560
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Token Server

$%.>/$&#

Cipher 

TextToken

Key Manager

Application

Databases

(CCN, SSN …)

Application 3

Application 2

Application 1

Strong Encryption

Kjh3409)(*&@$%^&

Formatted Encryption

1234 1234 1234 4560

Token

1234 1234 1234 4560

Can use stored 

protected value:

1234 1234 1234 4560

Or

Kjh3409)(*&@$%^&

Need partial Information

in clear:

1234 1234 1234 4560

Need full Information

in clear:

55 49 9437 0789 4560

Token Cipher 
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How will different Protection Options Impact Applications?



Type of Application Strong 

Encryption

Formatted 

Encryption

Token

Can operate on the stored protected value (few)

Need partial information in clear (many)

Need full clear text information (few)

056

Application Impact with Different Protection Options

Transparency

Type of Application Strong 

Encryption

Formatted 

Encryption

Token

Can operate on the stored protected value (few)

Need partial information in clear (many)

Need full clear text information (few)

Security



Type of Application Strong 

Encryption

Formatted 

Encryption

Token

Can operate on the stored protected value (few)

Need partial information in clear (many)

Need full clear text information (few)

057

Application Impact with Different Protection Options

Performance and scalability

Type of Application Strong 

Encryption

Formatted 

Encryption

Token

Can operate on the stored protected value (few)

Need partial information in clear (many)

Need full clear text information (few)

Availability



Case Studies

One of the most widely recognized credit and debit card brands in the world 

• Their volume of data is in the multiple billions of rows and needed a solution that 

would not degrade performance.

Major financial institution 

• Protecting high-worth clients financial information.

• Central key management and separation of duties were of the utmost importance. 

One of the world largest retailers 

• Protecting the flow of sensitive credit card information from the store, through to 

back office systems and into the data warehouse and storage.  

• The central key management and ability to support thousands of stores was critical 

for this success. 

• Transparent to exiting applications.

• Protect sensitive information in their data warehouse, operational systems and to 

files that reside across different platforms. 
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PCI Case Study – Large Retailer

Minimal impact to the legacy environment

• Encrypting PAN in the POS application and decrypting in 
HQ server

• Encrypting PAN in databases, transparent to applications

• Software encryption – 10 million transactions per second

End-to-end encryption within the control of a single 

enterprise

• Minimize modifications of applications, files and 

databases

• Definition of “Strong cryptography” - PCI DSS Glossary 

1.2

• Central management of encryption keys, policy and 

reporting

• Key Management - Industry Standards are missing (IEEE 

P1619.3, OASIS/KMIP …)



Data Protection – One-way vs. Two-way

Information

Life Cycle

I                       I                          I                                     I                          I                  I             I

Development         Testing                Staging                         Production         Operational    Analytics  Archive

High –

Low –

Data Quality & 

Exposed Details

Protected sensitive informationUnprotected sensitive information:

Partner

Interface

Data Entry
3rd Party

Interface

Testing

Fire

Fighting

Two-Way

MaskingTwo-Way

Masking

One-Way

Masking

One-Way

Masking



Business Value vs. Ease of Compliance

I                                    I                                       I                                    I 

Deleting Data            Masking One-way         Masking-Two-Way           Clear Data

Ease of 

Compliance

High

Low

Business

Value

Lost Data Reusable Data



Business Value vs. Ease of Compliance

I                                    I                                       I                                    I 

Deleting Data            Masking One-way         Masking-Two-Way           Clear Data

Ease of 

Compliance

High

Low

Business

Value

Lost Data Reusable Data

Simple

Masking

Hashing

Tokenizing

Encryption



Data Volumes vs. Data Exposure

I                       I                          I                                    I                           I                  I             I

Development       Testing/QA         Staging                     Production        Operational   Analytics  Archive

Environmental

Exposure
High

Low

Data 

Volume

Testing Production



Column Encryption Solutions – Some Considerations

Area of Evaluation 3rd

Party

Oracle 

9

Oracle 

10 TDE

Oracle 

11 TDE

Performance, manage UDT or views/triggers

Support for both encryption and replication  

Support for Oracle Domain Index for fast search

Keys are local; re-encryption if moving A -> B 

Separation of duties/key control  vector

Encryption format specified

Data type support

Index support beyond equality comparison 

HSM (hardware crypto) support

HSM password not stored in file

Automated and secure  master key backup procedure

Keys exportable 

Best Worst


